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################################ START OF FIRST CHANGE################################# 

1
Scope

The present document specifies the security aspects of the Proximity Services (ProSe) features in EPS. 
Based on the common security procedures (clause 5) for 
- 
interfaces between network entities (using NDS),

-
configuration of ProSe-enabled UEs, and 
-
data transfer between the ProSe Function and a ProSe enabled UE (PC3 interface) 

security for the following  ProSe features is covered:

-
Open ProSe Direct Discovery in network coverage (clause 6.1);

-
One-to-many ProSe direct communication for ProSe-enabled Public Safety UEs (clause 6.2);

-
EPC-level Discovery of ProSe-enabled UEs (clause 6.3);

-
EPC support for WLAN Direct Discovery and Communication (clause 6.4);
-
One-to-one ProSe direct communication for ProSe-enabled Public Safety UEs (clause 6.5);
-
Prose Public Safety Discovery (clause 6.6);
-
Prose UE-to-network relays (clause 6.7);
#################################### END OF FIRST CHANGE###############################
################################ START OF SECOND CHANGE##############################
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.303: "Proximity-based services (ProSe); Stage 2".

[3]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".

[4]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[5]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".

[6]
ETSI TS 102 225: "Smart Cards; Secured packet structure for UICC based applications".

[7]
ETSI TS 102 226: "Smart cards; Remote APDU structure for UICC based applications".

[8]
3GPP TS 31.115: "Secured packet structure for (Universal) Subscriber Identity Module (U)SIM Toolkit applications".

[9]
3GPP TS 31.116: "Remote APDU Structure for (U)SIM Toolkit applications ".

[10]
Void.

[11]
 Void.
[12]
IETF RFC 6509: "MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet KEYing (MIKEY)".

[13]
IETF RFC 3830: "MIKEY: Multimedia Internet KEYing".

[14]
IETF RFC 6507: "Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)".

[15]
NIST FIPS 186-4: "Digital Signature Standard (DSS)".

[16]
BSI TR-03111: "Technical Guideline TR-03111; Elliptic Curve Cryptography".

[17]
IETF RFC 5639: "Elliptic Curve Cryptography (ECC) Brainpool Standard; Curves and Curve Generation".

[18]
IETF RFC 3339: "Date and Time on the Internet: Timestamps".

[19]
IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".

[20]
NIST FIPS 180-4: "Secure Hash Standard (SHS)".

[21]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[22]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
[23]
Void.

[24]
IETF RFC 6508: "Sakai-Kasahara Key Encryption (SAKKE)".

[25]
 Void.
[26]
 Void.

[27]
 Void.
[28]
 Void.
[29] 
 Void. 

[30] 
Void. 

[31]
IETF RFC 5116: "An Interface and Algorithms for Authenticated Encryption".

[32]
 Void.

[33]
 Void. 

[34]
 Void.
[35]
IETF RFC 4563: "The Key ID Information Type for the General Extension Payload in Multimedia Internet KEYing (MIKEY)". 
[36]
W3C REC-xmlschema-2-20041028: "XML Schema Part 2: Datatypes".

[37]
IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".

[38]
3GPP TS 33.223: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function".
[39]
3GPP TS 23.003: "Numbering, addressing and identification".
[40]
3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control (RRC); Protocol specification".
[41]
3GPP TS 29.368: "Tsp interface protocol between the MTC Interworking Function (MTC-IWF) and Service Capability Server (SCS)". 
[42]
3GPP TS 33.102: "3G Security; Security architecture".
[43]
3GPP TS 33.179: "Security of Mission Critical Push-To-Talk (MCPTT)".
#################################### END OF SECOND CHANGE#############################
################################ START OF THIRD CHANGE################################ 

6.5.5
Security Establishment procedures

6.5.5.1
General

There are two different cases when a security context may be established; to set up a new connection and to re-key an ongoing connection. These cases are described in the following subclauses. 

6.5.5.2
Security establishment during connection set-up

The subclause describes how security is established during connection set-up. The signalling flow is shown in figure 6.5.5.2-1.
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Figure 6.5.5.2-1: Security establishment at connection set-up

1.
UE_1 has sent a Direct Communication Request to UE_2. This message shall include Nonce_1 (for session key generation), UE_1 security capabilities (the list of algorithms that UE_1 will accept for this connection) and the most significant 8-bits of the KD-sess ID. These bits shall be chosen such that UE_1 will be able to locally identify a security context that is created by this procedure. The message may also include a KD ID if the UE_1 has an exisiting KD with the UE that it trying to communicate with. The absence of the KD ID parameter indicates that UE_1 does not have a KD for UE_2. The message shall also contain the necessary information to establish a KD from the revelvant long terms keys held on the UE (see subclause 6.X.4). Long term ID is the info needed by the UE_2 in order to retrieve the right Long term Key.
2.
UE_2 may initiate a Direct Auth and Key Establish procedure with UE_1. This is mandatory if the UE_2 does not have the KD and KD ID pair indicated in step 1, and signalling is needed to establish the keys for the particular use case. 

3.
UE_2 sends the Direct Security Mode Command to UE_1. It shall include the most significant bits of KD ID if a fresh KD is generated, Nonce_2 to allow a session key to be calculated and the Chosen_algs parameter to indicate which security algorithms the UEs will use to protect the data. The included bits of KD ID shall uniquely identify the KD at UE_2. UE_2 shall also return the UE_1 security capabilities to provide protection against bidding down attacks. UE_2 also includes the least significant 8-bits of KD-sess ID in the messages. This bits are chosen so that UE_2 will be able to locally identify a security context that is created by this procedure. UE_2 calculates KD-Sess from KD and Nonce_1 and Nonce_2 (see Annex A.9) and then derives the confidentiality and integrity keys based on the chosen algorithms (Annex A.4). 
UE_2 then integrity protects the Direct Security Mode Command before sending it to UE_1. UE_2 is then ready to receive both signalling and user plane traffic protected with the new security context. UE_2 shall form the KD-sess ID from the most significant bits it received in message 1 and least significant bits it sent in message 3.
4. On receieving the Direct Security Mode Command, UE_1 shall calculate KD-sess and the confidentiality and integrity keys in the same way as UE_2. UE_1 shall check that the returned UE_1 security capabilities are the same as those it sent in step 1. UE_1 shall also check the integrity protection on the message. If both these checks pass, then UE_1 is ready to send and receive signalling and user traffic with the new security context. If most significant bits of KD ID were included in the Direct Security Mode Command, UE_1 shall generate the least significant bits of KD ID such that these bits uniquely identify KD at UE_1 and shall store the complete KD ID with KD. UE_1 shall send an integrity protected and confidentiality protected (with the chosen algorithm which may be the null algorithm) Direct Security Mode Complete message to UE_2. UE_1 shall include the least significant bits of KD ID in this message. UE_1 shall form the KD-sess ID from the most significant bits it sent in message 1 and least significant bits it received in message 3. 

5.
UE_2 checks the integrity protection on the received Direct Security Mode Complete.  If this passes, UE_2 is now ready to send user plane data and control signalling  protected with the new security context. UE_2 deletes any old security context it has for UE_1. UE_2 shall form the KD ID from the most significant bits it sent in step 3 and least significant bits it received in the Direct Security Mode Complete.UE_2 shall store the complete KD ID with KD.
#################################### END OF THIRD CHANGE###############################
################################ START OF FOURTH CHANGE#############################
6.5.7
 ProSe one-to-one commuication security using ECCSI and SAKKE
6.5.7.1
General

The solution uses the "Elliptic Curve-based Certificateless Signatures for Identity-based Encryption" (ECCSI) signature scheme, as defined in RFC 6507 [14].  And, Sakai-Kasahara Key Encryption (SAKKE), as defined in RFC 6508 [24] to generate a shared secret that is used as a KD (root key) for establishing a secure connection between the two UEs.
6.5.7.2
Key and their identities

The UEs are provisioned with the required credentials (as defined in RFC 6507 [14] and RFC 6508[24) in advance, when the UEs have a secure access to their Key ManagementServer (KMS).  

The KMS, common root of trust for the UEs, provisions the UEs with a set of credentials for ECCSI and SAKKE schemes.  
Upon successful provisioning for ECCSI, each UE will be configured with the public key of the KMS, and a set of credentials associated with the UE’s identity, which are:  Secret Signing Key (SSK) and Public Validation Token (PVT).  The UE must act as "signer" and "verifier".  As a signer, the UE uses its SSK to sign a message, and when acting as a verifier, the UE uses the public key of the KMS and the signer’s PVT to verify the signature.
Upon successful provisioning for SAKKE, each UE will be configured with the public key of the KMS, and a Receiver Secret Key (RSK) which is associated with the UE’s identity.  The sender UE uses the receiver’s UE identity (receiving entity for SAKKE payload) and the public key of the KMS to create an encrypted SAKKE payload. The receiving UE uses its identity, its Receiver Secret Key and the public key of the KMS to decrypt SAKKE payload.

The public identity of a UE may be encoded in any format that is compatible with the guidelines provided in RFC 6509 [12]. For example, the public identity of a UE may be a concatenation of a fixed part (in the form of IMSI, SIP URI, TEL URI, other user@domain types of URI, etc.) and a varying part (in the form of a timestamp).

6.5.7.3
Security flows

6.5.7.3.1
Direct Connection Request
Figure 6.5.7.3.1-1 illustrates the establishment of a secure one-to-one ProSe Direct communication.  It relies on the generic signalling set that is describedin subclause6.5.5. The figure only includes the additional information in the messages. 
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Figure 6.5.7.3.1-1:  Security establishment at connection setup
1.
UE-1 wishing to engage in one-to-one ProSe Direct Communication with UE-2 sends a Direct Communication Request message including the following parameters:

-
User of UE-1 Info = upper layer information identifying the user of UE-1. This information is used to derive the Signer’s identifier (used by ECCSI).

-  SIGN – an ECCSI signature (as defined in RFC 6507 [14]) of the Direct Communication Request message. The signature is computed over the User of UE-1 Info parameters and the Nonce 1 (see subclause 6.5.5).

Editor’s note: The exact format of input parameters to calculation of the signature is FFS

2.
Upon reception of the Direct Communication Request message, UE-2 verifies the signature payload SIGN. If the verification test is successful, UE-2 presents the authenticated identity (“User of UE-1 Info”) to the user of UE-2. If user of UE-2 decides to accept the request, UE-2 sends a Direct Security Mode Command message including the following parameters:

-
User of UE-2 Info = upper layer information identifying the user of UE-2.  This information is used to derive the Signer’s identifier (used by ECCSI).

-
SIGN – an ECCSI signature (as defined in RFC 6507 [14]) of the Direct Communication Response message. The signature is computed over the User of UE-2 Info, Nonce 1 and the SAKKE parameters.
Editor’s note: The exact parameters of input parameters to calculation of the signature is FFS


SAKKE – UE-2 generates a 256-bit key Shared Secret Value (SSV), which is used as KD (root key), and encodes SSV value into a SAKKE payload according to the algorithm described in RFC 6508 [24], using the KMS Pubic Key and the public identity of the user of UE-1.  

Upon receipt of the Direct Security Mode message, the UE-1 verifies the signature payload SIGN. If the verification test is successful, it decrypts SAKKE payload to extract the SSV which is used as a KD (root key) from which other keys can be derived. 

3.
Upon successful processing of the Direct Security Mode Command message, UE-1 responds with a Direct Security Mode Complete.

Both UEs shall store their own and the other UE’s User Info with the KD.
#################################### END OF FOURTH CHANGE############################
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